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Abstract

With this matriculation project I provide an introduction to Wi-Fi security, begin-
ning with the basics of how a device connects to a router over the demonstration
of real attack scenarios. My goal was to keep a certain level of accuracy and detail
without making this an unintelligible lecture for non professionals. To do so I have
added a glossary with the most important terms that might be new for a lot of
people. I have used various programs, for example Wireshark, different tools from
the aircrack-ng suite and others.
While working on the matriculation project, I have learned quite a lot about Wi-Fi
networks and network security in general, even though I have already had a good
amount of foreknowledge about the topic. To gain additional knowledge, I have
exclusively used online resources (including books that have been made available
online) because with topics concerning IT it is obviously much easier to find infor-
mation online than in a library for example.
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Chapter 1

Introduction

[Most of the resources I found were written with a heavy usage of abbreviations. To
simplify the lecture, I try to avoid them as much as possible (which unfortunately
isn’t always the case). If necessary, please consult my glossary or the Internet for
more information.]

I am glad to be able to pose my fundamentals about Wi-Fi security. First of all,
it goes without saying that I choose this topic as matriculation project with regard
to my prospective studies in computer science at the ETH. We all are confronted
with Wi-Fi security, be it in an office, in the army, the secret service, police or others.
Eavesdroppers are everywhere, therefore it is better to keep the door to your own
office shut. Unfortunately the topic is more relevant than ever in our worldwide
connected economy. You can never know who roves about, be it traditional burglars
or industrial espionage. All of this can lead to unpleasant occurrences for example
underway in a café or in a hotel. It is paramount to be alert of these risks.

There were a lot of articles about Cyberspace and hacker attacks on all kinds
of establishments, especially on sensitive data from banks, secret services of entire
countries, kind of a modern type of terrorism. For example the password breaches
of several enterprises that happened back in 2012 and are being released every now
and then. For instance there are over 20 Swiss politicians affected in the ”Dropbox-
Hack”.[11]

Thereby the biggest threats are present at the own workspace, in the office or at
home in the private area.

So I want to examine the different encryption standards used in Wi-Fi, as well
as explaining possible risks of using public Wi-Fi networks.

With my explanations I want to raise awareness for the possible threats and
hope to contribute towards the security and the undisturbed use of the Wi-Fi en-
abled electronic devices.
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Chapter 2

Material and Methods

2.1 LATEX

To write this matriculation project I haven’t used the omnipresent ”Microsoft Word”
but the programm called Latex. The developer’s description of LATEX is:

”LaTeX is a high-quality typesetting system; it includes features de-
signed for the production of technical and scientific documentation. La-
TeX is the de facto standard for the communication and publication of
scientific documents.”[12]

When I first installed and launched LATEXon my computer, I felt a little lost because
the design and the way it works is quite different compared to normal WYSIWYG
(What You See Is What You Get) editors. After overcoming the initial hurdles, the
program seems logical and as soon as you get used to it, you won’t regret giving it a
try. In LATEXyou use tags to format your text, similar to HTML. As an example, this
is how you write mathematical expressions, in this case the Pythagorean theorem
(a2 + b2 = c2) in Latex:

\(a^2 + b^2 = c^2\

You can obviously display much more complicated things but I think this suffices
as an example.

In my opinion, the ease with which you can print complicated scientific expressions
is one of the main reasons for being commonly used to write a thesis or another
scientific document. There are also a lot of fully configured templates that you can
use to copy the layout of another document or just to meet the (layout-)conditions
of your university for example.
Altogether, I’m glad that I had a look at Latex (thanks to my thesis supervisor at
this point for recommending it) and I really enjoy working with it. But I also think
that it is only advisable to use Latex if you are willing to invest time in getting to
know the program itself. So, when comparing the time it takes you to write your
document, you definitely have a head start if you use Microsoft Word or something
similar that you are used to work with, but you might end up wasting time with the
layout which in my opinion is easier to handle in Latex.

2



WiFi-Security

Figure 2.1: Wireshark Software

2.2 Wireshark

”Wireshark is the world’s foremost network protocol analyzer. It lets
you see what’s happening on your network at a microscopic level. It is
the de facto (and often de jure) standard across many industries and
educational institutions.” [13]

I have used Wireshark to capture and analyse the wireless traffic. While reading you
will encounter some screenshots of this program. In order to keep up the reading
flow I will explain the different sections of the program here instead of explaining it
spread all across the document.
In the screenshot (figure 2.1) you can see an example capture file opened in Wire-
shark. I have marked the sections that are the most important at the moment.

1. Here you can see the filter section. You can select from an enormous amount
of filters and use multiple filters at once. This feature is extremely important
in order not to lose track of the important packages, as in busy networks there
are simply too many packages to analyze without filters.

2. In this section the captured packets are listed. From here you can scroll
through the entire list of the captured packets in the file, as well as apply
various filters by selecting for example the source address of a packet.

3. When you select a packet in the list mentioned in 2., you can further analyze
it here. For example you can examine the HTTP-Headers and find out what
website a user is visiting and much more. You can also find more details about
the package itself such as its type, source and destination etc.

Chapter 2 Kevin Illi 3
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In most of the screenshots, I removed the left column with the timestamps (in some
I removed the top bar as well), to save space, as they usually don’t provide any
necessary information.

2.3 Aircrack-ng Suite

The official description of the tool suite is:

”Aircrack-ng is a complete suite of tools to assess WiFi network security.

It focuses on different areas of WiFi security:

• Monitoring: Packet capture and export of data to text files for
further processing by third party tools.

• Attacking: Replay attacks, deauthentication, fake access points and
others via packet injection.

• Testing: Checking WiFi cards and driver capabilities (capture and
injection).

• Cracking: WEP and WPA PSK (WPA 1 and 2).

All tools are command line which allows for heavy scripting. A lot of
GUIs have taken advantage of this feature. It works primarily Linux but
also Windows, OS X, FreeBSD, OpenBSD, NetBSD, as well as Solaris
and even eComStation 2.” [14]

In Linux the installation is absolutely trivial as many of the popular distributions
have included aircrack-ng in their repositories to make the install work like a charm.
Using the tools on the other hand requires a little bit more knowledge of Linux and
the command line in general since most of the tools don’t have any graphical options
available. But I think it is unnecessary to provide such because the commands are
most of the time quite intuitive and easy to learn and understand. A big plus is
also the fact that it’s completely open source and therefore free to use. The most
popular programs that are included in the suite are:

• aircrack-ng Cracks WEP, WPA(2)-PSK keys

• airmon-ng Puts network card into monitor mode

• aireplay-ng Used to inject packets into the network

• airodump-ng Captures network traffic (similar to wireshark, without a GUI)

• airbase-ng Used to create (fake) access points

You will encounter a lot of screenshots from these tools so if you need more infor-
mation about them, there are a lot of great tutorials on how to use each one of them
on the Internet.

4 Chapter 2 Kevin Illi



Chapter 3

Association Process

3.1 Theory

In this theoretical depiction of the association or connection process, I want to
explain the basics in order to make it possible to understand without a lot of fore-
knowledge on the topic.
First of all we need to understand how your device finds the router, to which you
as a user want to connect to. Therefore we need to have a basic understanding of
the different frames or packets used in Wi-Fi.
The different types of frames are:

• management frames e.g. ”Association Request”, ”Deauthentication”

• control frames e.g. ”ACK”

• data frames e.g. ”Data”

For each of these types, there are multiple subtypes. Almost all the frames we will
encounter are going to be management frames[15][16]. If you want to learn more
about WiFi packets and frames please see section B.1 or you will find even more
information on the Internet.
Now to get back to the actual question, the Access Point is configured with an SSID
which is used as the ”name” of the network. This is also the name that shows up on
your device, when you look at the available routers nearby. The router periodically
broadcasts so called ”beacon frames” to its vicinity. They basically tell the nearby
devices that this Access Point is available.

Figure 3.1: Basic WiFi Connection Process

5
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• As soon as you want to connect your device to an Access Point and look at the
list of available routers, the device goes ahead and sends out a probe request
which contains information such as the supported data rates and encryption
types (See 1. in 3.1). This probe request is broadcasted so every router in the
device’s vicinity will receive it.

• The Access Points that receive the request now check to see if their supported
data rates coincide with those of the device sending out the probe request.
If this is the case the router sends a probe response to the device (See 2. in
figure 3.1).

• When the device has received the probe response, it sends an authentication
request. Immediately after, the router sends the authentication response. (see
steps 3.1 and 3.2 in figure 3.1) This opens the authentication process, which
in this example is quite simple, as we haven’t included encryption. Now the
device is authenticated, but not yet associated, so no data is being transfered.
A device can be authenticated to multiple Access Points, but it can only
actively be associated to one at a time.

• Once you choose the router, you want to connect to, your device sends an as-
sociation request to that specific Access Point. If the elements in the request
match / are compatible with the router, the router responds with an associ-
ation response and thereby grants the device network access. The device is
now able to transfer data and is both authenticated, as well as associated to
the Access Point.

Encryption complexifies this whole process but the procedure is very similar.[17]

3.2 Practice

For the practical or experimental approach, I have set up a lab consisting of a router,
one Linux (Ubuntu) virtual machine and an android smartphone, as well as another
Linux machine to monitor the association.
After installing the virtual machines, I have set up a ”guest network” in my home
router. This basically creates an independent Wi-Fi network (as if it was created
by another router). I used this instead of another physical router because it doesn’t
require any further installation and is ready to use.
As you can see in the screenshot (fig. 3.3), I configured my router to use ”Test-
AP” as the SSID and no encryption. Obviously the SSID broadcast is activated to
demonstrate the use of the beacon frames. The other available options (Wireless
Isolation and access to my local network aren’t relevant in this case, as we only want
to look at the association).
The virtual machines are new and fully updated installations. I have used an exter-
nal USB Wi-Fi adapter to connect the vm to the router and to capture the traffic.
I have used the Alfa AWUS036NHA as Wi-Fi adapter because it supports plug &
play in the linux distributions I used.

Before I explain the screenshots of the captures in Wireshark, I want to mention
that I’ve always applied filters so that only packets from or to my router are shown

6 Chapter 3 Kevin Illi
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Figure 3.2: My Setup

and none of the devices of which I don’t have the authorization to observate.

In the top row in the packet list in the screenshot (fig. 3.4), you can see the beacon
frame the router (green) sends out to the vicinity to declare its availability. Then
there are several probe response packets from my Android phone. But the most
interesting packets here are the ones inside the red box. There the client sends the
authentication request, receives the authentication response and associates with the
router to start exchanging data. This is the exact same procedure as described in
figure 3.1.
Now to prove that this isn’t just the case with (Android-) Smartphones, I have also
capture the same process with an Ubuntu virtual machine and again, I have marked
the important packets. The only difference is that the Ubuntu machine sent the
authentication packet multiple times to ensure that the router receives it.

Chapter 3 Kevin Illi 7
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Figure 3.3: Router Configuration

Figure 3.4: Android phone connecting to open router
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Figure 3.5: Ubuntu vm connecting to open router

Chapter 3 Kevin Illi 9



Chapter 4

Encryption Algorithms

4.1 General Introduction

In this section, I try to provide a quick synopsis of the term ”encryption” so you
won’t have too many difficulties understanding the following sections. If you feel
confident with the general terminology etc. in cryptography, then don’t hesitate to
skip this section, as this provides only basic information which is important in order
to understand, but not directly concerning the ideas behind the next few pages. I
have also explained most of the technical terms in the glossary so feel free to consult
that section while reading.

Generally speaking, the primary purpose of encryption is to provide the possibility
to protect the confidentiality of data, in our case data that is being transfered over
Wi-Fi. Encryption has been used for a long time and has since made enormous
improvements. The Romans for example used the ”Casear Cipher”, which basically
shifts each letter in the message by a predefined number. At first sight this method
might not even be that bad but if you analyze the frequencies of each letter in the
ciphertext and compare it to the typical frequencies in the corresponding language,
you will quickly find the correct key. To protect against this method called fre-
quency analysis, the people started to use polyalphabetic ciphers. The difference to
the monoalphabetic ciphers (e.g. Caesar) is simple: The substitution changes peri-
odically, which increases the security. The most famous implementation is probably
the ”Enigma”, used by the Germans in World War Two.
All previously mentioned encryption schemes are symmetric ciphers, this means that
you use the same key to encrypt as well as to decrypt the message. Nowadays we also
use the, as you probably have already guessed, asymmetric ciphers. A well-known
example would be RSA. We still use the symmetric ciphers, for example AES for
data that is ”simply” stored, but not intended to be transfered across the world to
someone else. We do this for a simple reason: In case of symmetric encryption we
need to deliver the secret key to the other party. Because the symmetric ciphers
do have a big advantage in terms of performance over the asymmetric, we often
use the asymmetric ciphers to deliver the key and then use this key to decrypt the
symmetrically encrypted data. But how do the asymmetric ciphers work? In short,
you generate two keys that are different from each other but have a mathematical
coherence. One is the so called ”private key” and the other one the ”public key”.
As the name suggests, you can share your public key with everyone. This public key

10
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is then used to encrypt the data but, in difference to the symmetric ciphers, you can
now only decrypt it with the corresponding private key, that, for obvious reasons,
is not shared with anyone. [18]
In Wi-Fi we encounter both, the symmetric as well as the asymmetric cipher.

4.2 WEP

4.2.1 Introduction

WEP or written-out Wired Equivalent Privacy is part of the IEEE 802.11 standard.
It is a security algorithm for wireless networks. It was introduced in 1997. Just
a few years later, in 2003, the Wi-Fi alliance announced the replacement through
the new algorithm WPA, because WEP was already considered broken since 2001.
Because of the amount of vulnerabilities found, many criticized the creation of the
standard, with such bad security, as a whole. But WEP actually wasn’t designed to
provide extreme levels of security, it should ”just” be an extra layer to make it more
difficult to break in. The IEEE 802.11 standard of 1999 declares the objectives for
WEP as the following (verbatim quote):

• It is reasonably strong: The security afforded by the algorithm relies
on the difficulty of discovering the secret key through a brute-force
attack. This in turn is related to the length of the secret key and
the frequency of changing keys. WEP allows for the changing of
the key (K) and frequent changing of the Initialization Vector (IV).

• It is self-synchronizing: WEP is self-synchronizing for each message.
This property is critical for a data-link-level encryption algorithm,
where ”best effort” delivery is assumed and packet loss rates may
be high.

• It is efficient: The WEP algorithm is efficient and may be imple-
mented in either hardware or software.

• It may be exportable: Every effort has been made to design the
WEP system operation so as to maximize the chances of approval,
by the U.S. Department of Commerce, of export from the U.S.
of products containing a WEP implementation. However, due to
the legal and political climate toward cryptography at the time
of publication, no guarantee can be made that any specific IEEE
802.11 implementations that use WEP will be exportable from the
USA.

• It is optional: The implementation and use of WEP is an IEEE
802.11 option.[19]

So we can see that they tried to keep a balance between the simple implemen-
tation and the exportability and the encryption being ”reasonably strong”. From
nowadays point of view, this was probably a mistake as some people say there are
only two types of security: strong and none, which is true concerning the fact that
WEP can easily be cracked within a few minutes. The alternatives to this compro-
mise would have been to either make the security strong or to leave it and mention
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other ways to secure your connection. To make things worse, when it came to pro-
moting 802.11, it was simply described as secure instead of the precedent ”reasonably
secure”. The standard version of WEP used a 40-bit key + a 24-bit initialization
vector. This was due to restrictions of the US government. Once these restrictions
were later lifted, the manufacturers implemented a 104-bit key which lead to the
later version 128-bit WEP. But after the implementation of the 104-bit keys the
manufacturers felt the need of adding words like ”extremely” to their description
of the security. As everyone was told that it was secure by the media, the public
believed it and it was considered secure.[20]

In the 802.11 (1999) standard there were two defined levels of security:

• Open key: This actually means no security at all, equal to leaving your car
unlocked.

• Shared key: This means that both participants of the wireless connection know
the key used in the encryption. This obviously only makes sense if just the
trusted partner(s) know this key.

4.2.2 Authentication

In the standard, there are two phases described, the authentication and the encryp-
tion phase.
First I’d like to define the purpose of authentication: to prove that each party is
the one they claim to be. You could take the signature as an example for that, if
you sign something, your signature proves that it was you who signed it and not
someone else.
To apply that in networking, you have the MAC address with which you can iden-
tify the sender of any data sent. The problem is that this address can be faked.
Now to make sure that the address is genuine, one approach would be to ask for a
secret (the key in our case) and as only the trusted devices should be in possession
of the secret, this validates the other party. In WEP the problem is that as soon
as the device has proved that it can be trusted, it is also assumed that the MAC
address is true. Because the device is now being trusted, it is impossible to know
whether the following messages are really coming from the trusted device or some-
one else as the MAC address is being trusted without checking the secret again.
As you can see, this kind of authentication is rather pointless and therefore it was
dropped by the Wi-Fi specification even though it was a part of the 802.11 standard.

Because some devices still use this authentication phase we will look at the mes-
sages that are exchanged in this process. In the authentication phase, management
frames are used. As shown in figure 4.1, the mobile device (”STA” in the image)
requests authentication, then the access point sends a challenge to which the device
responds to prove it knows the secret key and if acceppted, the access point confirms
with the success message.
In the case of open authentication, the access point always accepts the authenti-
cation request and immediately responds with a success message. But there are
exceptions to that, as a MAC address filter may be used and in case of an unau-
thorized MAC address the access point wouldn’t send the success message despite
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Figure 4.1: Authentication Sequences in the 802.11 Standard [2]

of open authentication. But as you will read in later sections, MAC address filters
aren’t protecting a network against an attacker either, rather against connections
by accident.

WEP authentication should prove that the mobile device knows the secret key,
this is done by having the device solve a challenge. This challenge consists of en-
crypting a random value with the key (which is hopefully random too). As the access
point knows the real key, it can check the result and therefore see if the device knows
the secret key. Now this works perfectly fine to authenticate the mobile device to
the access point, but the other way around there is no validation at all. So if the
access point that you send the encrypted challenge isn’t the one you think it is but
an attacker instead, you have just sent him the encrypted challenge which contains
the key. With this we have another problem of this kind of authentication.

4.2.3 Encryption

Most of the people mention privacy as the most important purpose of WLAN secu-
rity. When WEP is enabled, the transfered data is encrypted so an attacker can’t
read the content unless he has the key and therefore our privacy is protected. Now
the problem is that WEP isn’t secure so your desired privacy actually isn’t provided.

WEP uses the stream cipher called RC4 to encrypt the data packets. Because
it is a symmetric algorithm, the same keys are used for encryption as well as for
decryption. One advantage of RC4 is that its implementation is quite easy and it
doesn’t use any complex time-consuming calculations. RC4 consists of two phases.
The first phase is called initialization which basically generates the pre-requisites
for the second phase, the actual encryption phase. In WEP these two phases both
run for each packet, as each packet is treated as an individual to make sure that all
packets can be decrypted even if some are missing.

The WEP key actually is a 104-bit key (in the updated version) and when en-
crypting your messages with the exact same key over and over again, there will be
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repetitions that an attacker will notice and may be able to exploit. To prevent this
from happening, WEP uses a simple technique, the initialization vectors. Instead of
just using the 104-bit key to encrypt the data, the 104-bit key is combined with a
24-bit IV. As this number changes for every packet sent, the key that is used in the
RC4 algorithm changes with every packet. This all seems great now because if the
key used in RC4 changes with every packet, we will never get the same encrypted
message even if we encrypt the same plaintext right? Well, actually we don’t. Un-
fortunately the IV in WEP is only 24 bits so it has about 17 million possible values.
Sooner or later the IV will be repeated and the attacker will gain information that
he can use to crack the actual WEP key. But the relatively small amount of possi-
bilities isn’t the only reason for a repetition, many devices have a pre-defined IV to
use after a reboot. In section 4.3 TKIP is described which is also based on RC4 but
avoids IV reuse.

To explain the encryption, we specifically look at the ”Frame Body” of the
WLAN packet (see the appendix section for an explanation of the whole packet).
This part of the packet consists of the initialization vector (IV), followed by the
Data and the integrity check value (ICV). An important thing to note here is that
only the Data and ICV are encrypted, but not the IV.

Figure 4.2: Frame Body

As you can see in fig. 4.2 the IV is further dividable into the actual initialization
vector with 3 octets, the padding with 6 bits and the key id with 2 bits. The key
id specifies the key (1-4) that is used. This is necessary because in WEP you can
define up to 4 different keys that can be used to connect to your wireless router.

The WEP encryption can be divided into 3 main steps.

1. Generation of the keystream:
First the 24 bit IV is generated randomly (for each packet). We append the
key to it (depending on the version 40/104 bit) and we receive the 64 resp.
128 bit input for the RC4 algorithm. The output of this algorithm leads to
our (pseudo-) random keystream.

2. Generation of the integrity check value (ICV):
For this process, we have a variable amount of (plaintext) data, that we want
to transfer. To generate the ICV, we run a cyclic redundancy check. This
CRC, in our case the CRC-32, returns a 32 bit value which is our ICV. After
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Figure 4.3: Keystream Generation

this operation, we concatenate the two values. The ICV is used to ensure the
integrity of the transfered data.

3. Generation of the cipher text:
In this step we take the random keystream in the exact same size as our
data+ICV. For example, if our data amounts to 16 bytes + the 4 bytes icv
we end up with a total size of 20 bytes this means we need a keystream of 20
bytes. When we have the keystream in the right length, we do a mathematical
bitwise XOR operation and this leads to the output, our cipher text. The next
and final step is to prepend the entire IV to the cipher text. This is now the
message that is transfered to the device/AP.[5]

Figure 4.4: WEP encapsulation block diagram [3]

I will cover the practical part of (cracking) WEP in section 5.

Figure 4.5: XOR Example [2]

RC4 Encryption Algorithm RC4 or Rivest Cipher 4 is the encryption algorithm
used in WEP. There certainly are stronger encryption algorithms than RC4 but
they’re not as easy to implement as RC4. The basic idea with RC4 is to create a
(pseudo)-random keystream that is later combined with the data using an exclusive
OR operation (XOR). It basically takes two bytes and generates a single byte from
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that. The way this works is the two values are compared, if they’re the same the
result is 0, if not, the result is 1. In figure 4.5 you can see an example for this
operation.
An important thing to note here is that if you use XOR with the same value twice,
you will be returned the original value. This means that if A⊕B = C then C⊕B =
A. In RC4 this is used for encryption and decryption:
Plaintext ⊕ Pseudorandom = Ciphertext and Ciphertext ⊕ Pseudorandom =
Plaintext

4.3 TKIP

In 2002, the Wi-Fi Alliance developed the ”Temporal Key Integrity Protocol” (TKIP).
The intention was to replace WEP after the encryption had been broken. But it
was designed to be working on existing WLAN hardware. WPA and TKIP were
designed to be around for 5 years, until the release and implementation of the final
version of the 802.11i standard.
In April 2002, the Wi-Fi Alliance introduced the WPA certification, which requires
the use of the TKIP security protocol. Nowadays TKIP is not supported anymore
by the newer standards (e.g. 802.11n, 802.11ac) with higher data rates. If it is
still supported by the devices, it is only to provide support for older legacy devices.
TKIP is an improvement of WEP, that also uses the RC4 algorithm for encryption
and decryption. The changes that TKIP makes compared to WEP are the following:

• Temporal keys:
TKIP uses dynamically created encryption keys instead of static keys. The 4-
Way Handshake process is used to create unique dynamic unicast keys for the
2 communicating devices. The dynamic encryption key generation is designed
to defeat social engineering attacks.

• Sequencing: (simplified version)
TKIP uses a sequence counter to prevent replay and reinjection attacks that
are used against WEP (see section 5 for more information about cracking
WEP).

• Key Mixing:
TKIP uses a complex two-phase cryptographic mixing process in order to
improve the strength of the seeding material for the RC4 cipher. This is
designed to defeat the attacks against the IV collisions and weak key attacks.

• Enhanced Data Integrity
TKIP uses a stronger data integrity check, the Message Integrity Code (MIC).
The MIC should defeat attacks using changes/forgery of the packets.

4.3.1 TKIP encryption process

TKIP starts with a 128-bit temporal key that has been generated in a 4-Way Hand-
shake creation process. The 128-bit temporal key is either a pairwise transient key
(to encrypt unicast traffic) or a group temporal key (to encrypt broadcast and mul-
ticast traffic). The 4-Way Handshake process is explained in more detail in section
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4.5.1. After the key has been generated, the two-phase key-mixing process begins,
A 48-bit TKIP sequence counter (TSC) is generated and broken into 6 octets that
are labeled TSC0 through TSC5, where the significance increases with the number.
In phase 1 of the process the 128-bit temporal key (TK) is combined with the TSC2
through TSC5 octets as well as the transmit address (MAC address of the trans-
mitting device). The output of phase 1 is the creation of the TKIP-mixed transmit
address and key (TTAK).
After the generation of the TTAK, phase 2 begins. Phase 2 key mixing combines the
TTAK with the TSC0 and TSC1 octets with the 128-bit temporal key. The output
of this phase is referred to as the ”WEP seed”. This seed is then run through the
RC4 algorithm, and the keystream is generated. The WEP seed is represented as
WEP IV and 104-bit WEP key when put into the RC4 algorithm. TKIP is often
referenced as using a 48-bit IV because the encoding of the 48-bit TSC effectively
creates a 48-bit IV.
So in short, the two-phase-mixing process consists of the 2 phases:

1. Phase 1: TK, TA ,TSC = TTAK

2. Phase 2: TTAK, TK, TSC = WEP seed

4.4 CCMP

Counter Mode with Cipher-Block Chaining Message Authentication Code Protocol
(CCMP) is the name of the security protocol created as part of the 802.11i security
amendment. It was designed to replace TKIP and WEP. CCMP uses the AES
block cipher instead of the RC4 streaming cipher. In September 2004, the Wi-Fi
alliance introduced the second version of the Wi-Fi Protected Access certification
(WPA2). WPA2 requires the use of CCMP/AES encryption. As the AES cipher
is more resource-intensive, older hardware had to be replaced in order to provide
support for the CCMP/AES encryption processing. CCMP is quite complicated
and a construct of many components that provide different functions and I find it
near impossible to simplify it to make it comprehensible for an average person, so
I simply give you a quick overview of it. I want to declare a few abbreviations and
terms here, which might be useful when reading something about CCMP:

• CTR = CounterMode, used to provide data confidentiality

• CBC(-MAC) = Cipher-Block Chaining (Message Authenticatoin Code), the
CBC-MAC is used for authentication and integrity

• CCMP usually represents the full phrase of Counter Mode with Cipher-Block
Chaining Message Authentication Code Protocol, sometimes the shorter ver-
sion: CTR with CBC-Mac is also represented by the CCMP acronym.

• CCM is used to refer to the block cipher instead of the actual protocol, there-
fore the P is left off. CCM is used with the AES block cipher, it is capable of
using different key sizes but when implemented as part of the CCMP encryp-
tion method, a 128-bit key is used and the data is being encrypted in 128-bit
blocks.
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• Nonce: A nonce is a random numerical value that is generated one time only.
A 104-bit unique nonce is derived from the packet number, priority data used
in QoS and the trasmitter address. This nonce should not be confused with
the nonces in the 4-Way Handshake process.

Just like TKIP, CCMP starts the process with a 128-bit temporal key. Again this
can be a PTK or a GTK. A packet number (48 bits) is used to uniquely identify the
frame (incremented witch each frame transmission). This is used as a protection
from replay and injection attacks. The CBC(-MAC) provides data integrity and
authentication. You can see the a coarse depiction of the algorithm in figure 4.6.

Figure 4.6: CCMP encryption and data integrity process [4]

4.5 WPA/WPA2

Wi-Fi Protected Access (WPA) and its successor WPA2 were both developed by
the Wi-FI Alliance in order to replace WEP which has serious weaknesses that I
explain in the section about breaking the encryption (5). WPA was released in
2003 and WPA2 one year later in 2004. WPA was designed to work with older
devices without any hardware changes, a simple firmware update usually made it
compatible, WPA2 on the other hand required hardware upgrades. Nowadays most
of the routers support both (as well as WEP).
One of the differences between WEP and WPA is that WEP uses the same key to
encrypt, as well as to decrypt the data, WPA doesn’t, it uses dynamic keys instead
of static keys.

Numerous publicly announced attacks have proven that there are flaws and vul-
nerabilities in TKIP, therefore the migration from TKIP to CCMP. This can be seen
for example in the IEEE 802.11ac amendment and the IEEE 802.11-2012 standard,
both state that ”High Throughput” or ”Very High Throughput” data rates are not
allowed if WEP or TKIP is enabled.
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Table 4.1: Comparison of the different security protocols
WEP WPA (personal) WPA2 (personal)

Encryption method RC4 TKIP TKIP, AES-CCMP
Encryption keys static dynamic/unique dynamic/unique
Key management none (manual rotation) per packet key rotation per packet key rotation (TKIP),

per session key rotation (AES-CCMP)
Data integrity CRC-32 Michael Algorithm CCM

4.5.1 WPA(2)-PSK

The Wi-Fi Alliance introduced Wi-Fi Protected Access (WPA) in 2003 an alternative
for the weak WEP. It was designed to be used until the actual 802.11i standard was
finalized and it was only published, to offer an alternative for the broken WEP, they
never intended to release WPA so they used an unfinished version of the real 802.11i
(WPA2) standard. WPA-PSK or sometimes also called WPA-Personal uses a 256bit
Pre-Shared Key. This PSK is generated with the ”Password Based Key Derivation
Function 2” or short PBKDF2. This function takes the passphrase, the SSID of the
AP, the length of the SSID, how many times the passphrase is hashed and the key
length of the PSK as an input. So for example if we want to encrypt the passphrase
for our AP named ”MyRouter” with the passphrase ”1234abcd” the function would
be used with the following arguments: PBKDF2(1234abcd, MyRouter, 8, 4096, 256)
where 4096 and 256 are the standard values for WPA-PSK. As an output we then
receive our desired 256bit PSK.

4.5.2 4-Way Handshake

Now that we understand how the PSK is generated, we will analyze how the dynamic
key is derived. In WPA-PSK, this is done using the 4-way handshake. As the
name already suggests, there are 4 steps, in this case 4 messages that are transfered
between the router and the client. First we have, as usual, the probe request &
response and the authentication request & response. So far it’s the same procedure
as with an open authentication. After the client and the router have agreed to use
WPA-PSK, the authentication process is being conducted.

Figure 4.7: 4-Way-Handshake Diagram
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Figure 4.8: 4-Way-Handshake Wireshark

• Message 1/4:
The authenticator (the router) and the supplicant (the client) both randomly
create their ”nonces”. The authenticator then sends the EAPOL-Key frame
which contains the ANonce to the supplicant. Now the supplicant derives a
PTK using the PMK, ANonce, SNonce and the MAC adresses. With this
PTK the client is now able to encrypt unicast traffic.

• Message 2/4:
The client sends an EAPOL-Key frame that contains the SNonce to the router.
The router now has all the inputs he needs to use the pseudo-random function.
The client also sends a message integrity code.
The authenticator derives a PTK and validates the MIC. Now the authenti-
cator possesses the pairwise transient key that can be used to encrypt unicast
traffic.

• Message 3/4:
In case it is necessary, the authenticator derives a GTK from the GMK. In
any case the authenticator sends an EAPOL-Key frame to the supplicant con-
taining the ANonce and a MIC and in some cases it also contains a message to
the supplicant to install the temporal keys. Now, the GTK is being delivered
as part of this unicast EAPOL-Key frame (that has been encrypted with the
PTK)to the client.

• Message 4/4:
In this step, the supplicant sends the final EAPOL-Key frame, confirming the
installation of the temporal keys to the authenticator.
After this step, all traffic will be encrypted either with the PTK (unicast) or
with the GTK (multicast and broadcast).
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4.6 Future Encryption Methods

As always when dealing with technology, enhancements and general advancement
are paramount. This is especially important when dealing with security, as it usually
is an ongoing race between the ones inventing the security and the ones breaking it.
For example with CCMP, there are concerns whether it will be able to be used in
the future with the growing WLAN datarates, as there are a large number of AES
operations required in the process.
Galois/Counter Mode (GCM) for example is significantly faster and more efficient
in comparison to CCM, it also uses the AES encryption algorithm but its imple-
mentation is different. It therefore requieres only a single AES operation for each
block, instead of two in CCM. This already divides the required resources in half.
And because in GCM there is no cipher block chaining, the blocks can be processed
parallel as they don’t rely on each other. But again this has a downside; GCM is not
compatible with existing Wi-Fi hardware and therefore requires new equipment. It
is still likely to be implemented in the future because it has already been specified
in the 802.11ad amendment.
There are also several developments of vendor specific or proprietary standards, I
will not discuss them here because I think they are not of great importance for the
everyday user as they are hardly ever used outside of certain companies, government
and or military agencies that require extremely high levels of security.
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Breaking the Encryption

5.1 WEP

As you probably have already heard multiple years ago, a lot of vulnerabilies have
been found in WEP. Beginning in 2001 there were multiple publications of found
vulnerabilities. [5]
The first and in my opinion most relevant ones are the following:

• 2001: The insecurity of 802.11 Mobicom, July 2001 N, Borisov

• 2001: Weakness in the key scheduling algorithm of RC4, S.Fluhrer, I.Mantin,
A. Shamir, August 2001

• 2004: Korek Improve on above technique and reduces the complexity of WEP
cracking. We now only require around 500’000 packets to break the WEP key.

• 2005: Andreas Klein introduces more correlations between the RC4 key stream
and the key.

• 2007: PTW extend Andreas technique to further simplify WEP cracking. Now
with just around 60’000-90’000 packets it is possible to break the WEP key.

The main strategy behind most of the attack methods is to find the weak IVs. The
problem with the IVs is that they reveal information about the WEP key itself. Be-
cause the amount of different IVs isn’t that big (1 IV consists of 3 bytes and 3 bytes
= 24 bits so the amount of possibilities is 224), you can collect a certain amount of
IVs and you will be able to crack the key.

There are two approaches to crack the key:

1. The passive way

• Undectable

• Takes much longer unless the network is busy

2. The active way

• Use replay attacks to generate more traffic (not necessary if the network
is busy)
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• Usually faster but detectable

In the following section, I will explain some of the most popular attacks against
WEP in more detail with a practical demonstration.

5.1.1 ARP Replay Attack

This attacks consists of 2 Steps:

1. Capture the ARP packets (seen in fig. 5.1)

2. Replay the captured packets to the AP

Now you might ask yourself how you can identify the packets, if they are encrypted,
how can you tell if you’re replaying the right packets? That is actually quite trivial,
as the ARP packets are all of a fixed (and unique) size. And furthermore, you will
see if the AP responds or not, if yes they are the right packets.
As soon as the attacker has captured such an encrypted ARP packet, he simply
sends that to the AP and receives a new encrypted ARP response. This step is now
repeated until the attacker has enough packets to crack the key.

Figure 5.1: ARP Replay Attack Setup

To conduct this attack you only need the aircrack-ng suite and you’re good to go. I
have used airmon-ng to capture the packets from the network (including the desired
IVs) and aireplay-ng to find and replay the ARP packets. The only problem one
could encounter during this attack is either no active client or the router declines
the packets because the source MAC address is wrong (in my screenshot in fig 5.3
you can see the corresponding error message), where the second problem can easily
be resolved through MAC address spoofing. As soon as the amount of packets
captured appears to be sufficient, you run aircrack-ng with the capture file, if the
amount of captured packets by now shouldn’t be enough, just keep capturing and
try again with more packets. In my test, I have cracked the key with about 40’000
IVs, but it would probably have worked as well with a lot less. As an output in
the aircrack screenshot (fig. 5.4), you can see it has found the key, which I could
now use to connect to the device (you have to remove the colons from the output so
I would have to type in ”1234567890” and not ”12:34:56:78:90”). To conclude the
description of this attack method, I would like to mention that this attack has only
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taken me 8 minutes and I am no professional (and I did quite a few typos...) so I
think this already proves that WEP shouldn’t be used anymore (except for testing
purposes obviously). In case you are wondering about the password strength if that
has an influence on this type of attack or not, unlike WPA(2)-PSK we don’t use a
brute force approach so a longer password won’t significantly increase the security
of your WEP network.

Figure 5.2: Airodump Screenshot ARP Replay Attack
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Figure 5.3: Aireplay Screenshot ARP Replay Attack

Figure 5.4: Aircrack Screenshot ARP Replay Attack
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5.1.2 Caffe Latte Attack

The idea behind the so called ”Caffe Latte Attack” is to inject arbitrary packets
into the network without knowing the WEP key. The point that makes this almost
unbelievable is that these packets will be accepted by the devices and they will be
valid encrypted packets. But why is an attack of this type even possible? The WEP
encryption is vulnerable to message modification because of the use of CRC-32 as
an integrity check. CRC’s are designed to detect random errors in the message, but
they are vulnerable to malicious attacks. As the explanations behind all of this are
rather complicated mathematical coherences and because I don’t want to go into too
much (mathematical) detail in this thesis, I will skip these explanations and refer to
a paper that elucidates them very well: ”Intercepting mobile communications: The
insecurity of 802.11” by Nikita Borisov, Ian Goldberg and David Wagner. [21]

The things that we learned from that attack are (amongst others):

• It is possible to modify arbitrary data in a WEP packet and patch the ICV so
it will be a valid packet (accepted by the AP as well as the Client).

• It is possible to crack the WEP key of an AP without being in it’s range, by
targeting the clients.

In order to generate WEP encrypted traffic for us with only a client and no AP,
we need to setup a fake AP to which the client can connect and send the wanted
encrypted data. Therefore we first observe the vicinity to see what APs the client is
looking for, in other words we try to get ahold of one of his probe requests. I used
airodump-ng to do so. After you know the name of the network, the client is looking
for you can create a fake network with airbase-ng that advertises itself as a WEP
encrypted network, even though it actually doesn’t require a WEP key to connect
to it. If the client isn’t connected to any other AP, then it will immediately connect
to our fake AP because the client assumes it’s the real one. This is possible because
the client is authenticating ”itself” to the access point, he accepts the challenge,
encrypts it and sends it back to the fake AP (the attacker) and the attacker will
obviously accept it because he isn’t able decrypt the challenge anyways.
When the victim has connected to the fake AP, he will send DHCP requests to get
an IP address assigned. Because our fake AP doesn’t have a DHCP server, there
won’t be any answer and therefore the requests will eventually time out. As soon
as this happens, the client will use an autoconfiguration IP in the standard subnet
(usually 192.168.1.1/24). After the client has his IP address, it will send gratuitous
ARP packets, in order to announce its IP address.
This attack works great in theory but in practice, it doesn’t at least not anymore.
Because for example android phones don’t seem to use any alternative as soon as the
DHCP requests time out, they will just stop trying and disconnect instead of using
a autoconfiguration address. When a device doesn’t use an alternative to DHCP
what is going to happen is, the device will either try to connect again or completely
stop trying. Either way there will be just very few packets that an attacker can use
to crack the key afterwards. In my tests the number of packets captured without
being able to replay the ARP packets, hasn’t exceeded 1’000. As this is also the
case with other devices that I have tested (some Linux versions), I would declare
this attack as a great proof of concept but not suitable for ”everyday” cracking.
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But as WEP is barely used anymore this isn’t a problem. But still how could you
protect yourself from the attack? The simplest options are to just turn off Wi-Fi
when you aren’t using it and/or turn off the autoconnection feature so it doesn’t
automatically connect to an AP with the same SSID.

5.2 WPA-PSK

This section will be, compared to the one about WEP, quite short as in WPA-PSK
there are no such drastic (publicly) known flaws that we could exploit.
To crack the WPA-PSK encryption you basically ”just” need to capture the 4-Way-
Handshake and then bruteforce the key. As always when the term bruteforce is used,
it takes a lot of time but let’s talk about capturing the handshake first. To capture
the 4-Way Handshake, you simply need to put your card into the so called ”monitor
mode” and wait until a device connects to the targeted access point. There are
several different tools to do this, for example you could use Wireshark or airmon-ng.
In Wireshark the captured handshake messages appear as seen in my screenshot in
fig. 4.8. When the handshake is captured and saved in a file you now need to get the
key from it. This can again be done in multiple ways. As you will use a dictionary
attack or a brute force attack, the time it takes to go through all the possibilities
depends on your available computing power. Nowadays you should almost always
use your graphics card instead of your CPU because it is often way more powerful
(or you could use both simultaneously). The main problem with the dictionary at-
tacks however isn’t the fact that it’s time consuming, it is the chance that the real
password isn’t part of your dictionary and you’re only wasting time trying random
words. This is the advantage of bruteforcing, here you try all possible combinations
with a given set of characters. Here the password will sooner or later (usually later)
be tested and therefore successfully cracked but as simple math shows this can take
years to complete: The minimum length of a password used for WPA encryption is
8 characters. Let’s assume the targeted router uses exactly 8 characters and only
lowercase letters and numbers, these equals to 36 posssibilities for each of the 8
characters which is already an enormous amount to calculate and try, and we have
assumed the (unlikely) scenario that the router uses an easy password. So to con-
clude, as an attacker your only realistic chance is to have a good wordlist containing
the password (or you could create your own list with background information about
the owner etc.) as everything else takes endless time and in the meantime the pass-
word could have already been changed. And from the victim’s point of view: Use
a password, or better a passphrase that you can remember but isn’t common and
therefore won’t be found in a dictionary, mix that phrase with symbols and numbers
and you should be safe against these kind of attacks.

5.2.1 Cracking WPA(2)-PSK Key With An Isolated Client

We’ve already seen that it is possible to get the WEP key with an isolated client in
the Caffe Latte Attack (section 5.1.1). With WPA(2)-PSK it is basically the same
approach as with WEP, we set up a fake access point with airbase-ng to which our
victim device should connect. The difference between the connection process with a
normal router is that the attacker doesn’t have the PSK but this doesn’t impose any
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problem because he doesn’t need it for this process. First there is the usual Probe
request & response, the Authentication Request & Response and the Association
Request & response. After that comes as always the 4-Way Handshake. The first
message which contains the ANonce is no problem for the attacker, as the ANonce
is nothing else than a randomly generated number. In the second message the client
uses the key in his message and sends it to the attacker. Now the attacker has enough
information (messages 1 and 2) to try to crack the key as usual via dictionary attack.
As the handshake-process doesn’t continue, the client disconnects from the router.

Figure 5.5: WPA cracking with an isolated client [5]

5.2.2 Practical Cracking

A quick note, why I don’t provide any practical cracking screenshots etc. here: 1.)
In section 5.3 you can find a demonstration of the WPA2-PSK cracking process and
it is the same procedure so there is no need to do that twice. 2.) I have already
described the process of capturing the handshake and after you have the handshake,
you simply have to feed it into your tool of choice to crack it for you. A good
example to crack all kinds of hashes using CPU/GPU is ”hashcat” but there are
several other (paid) programs that might offer a nicer user interface etc. furthermore
there are tons of tutorials in the internet about cracking Wi-Fi if you’re interested
in a guide on how to use these tools.

5.3 WPA2-PSK

Cracking a WPA2-PSK encrypted network is, even though there are some differences
in the security protocol, the exact same procedure when it comes to cracking it.
Exactly as in WPA-PSK you capture the 4-Way Handshake and then try to get
the key out of it. And WPA2-PSK is also as vulnerable as WPA-PSK if a weak
passphrase is chosen, so the same tips apply here as well: Use a long passphrase
with different symbols and you should be safe.

5.3.1 My Setup

I have configured my router to use ”Test-AP” as SSID, WPA2-PSK as encryption
method and ”justademonstration” as the pasword.
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Figure 5.6: Screenshot of Router Configuration

Figure 5.7: Airodump-ng Capture of the Handshake

5.3.2 Obtaining the Handshake

After setting up the network, my first thing to do, is to obtain the handshake. The
easiest way to do this is by either waiting until a client connects to the router or by
deauthenticating the active clients (while listening for the handshake). Either way
I need to capture the process of a device connecting to the router. To capture the
handshake I have used airmon-ng and to deauthenticate the client, in this case my
phone, I have used aireplay-ng.

To capture the handshake I have already applied the filtering by my target mac
address to ensure that I am only capturing the traffic of my target network and no
other traffic. In figure 5.7 you can see the exact command that I have used as well as
the output of the capture process. Now to send the deauthentication packets I have
used the command that you can see in figure 5.8. I have sent 5 deauthentication
packets to the MAC address specified by the -a option. Why 5 packets instead of just
1? Sometimes it doesn’t work with 1 so I have just sent 5 to be sure. Just for your
information, I have sent the deauthentication packets to the router, which means
that all clients connected will be disconnected. I could also have sent it directly to
a specific client but as I wanted to capture the handshake as soon as possible, it’s
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Figure 5.8: Sending Deauthentication Packets to the Router

better to it this way as there are multiple clients going to reconnect and therefore
multiple opportunities for me to capture the desired handshake.

5.3.3 Cracking the Key

Now that we have successfully captured the handshake, we just need to get the key
out of it. For the sake of simplicity I have used aircrack-ng to crack the key instead
of any more complex GPU cracking software software but I will make a comparison
between them in terms of cracking speed later. In figure 5.9 you can see the exact
command that I have used as well as the output with the cracked key.

Figure 5.9: Cracking the Key with Aircrack-ng

Because this is a demonstration, I have obviously used a pretty small dictionary
(just a random one provided in Kali Linux), in order to save time. As the dictionary
is really small, I had to manually add the password (”justademonstration”) to it
but the process is exactly the same for other passwords, that you obviously can’t
add to the wordlist because you don’t know them, it will just take much longer as
the computer has to try many more passwords than in this case.

5.4 Accelerate The WPA(2)PSK Cracking Pro-

cess

There is a way to do the most resource consuming calculations (calculating the PMK
because it needs to be hashed 4096 times) in advance to speed up the process of
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cracking the key. It is possible to pre-calculate the PMK for different commonly
used SSIDs and passwords. So if our target now has a common SSID e.g. a vendor
name like DLINK, we can use the already generated PMKs to crack the key which
is much faster. This method is called ”Time-Memory trade-off” and often referred
to as rainbow tables. Another (obvious) way would be to increase your computing
power or crack the key using cloud computing services like Amazons EC2 where you
can rent an extremely powerful instance and only pay for the time you have actually
used it (which comes a lot cheaper than a hardware upgrade if used infrequently).

5.4.1 Comparison of Hashcat Benchmarks

Here I want to provide a quick overview of the possible cracking speeds with current
technology. As every tool used for cracking has a slightly different approach, the
speeds will differ and aren’t really suitable for comparison so I have sticked to
the probably most popular one, Hashcat. To give you an idea what general hash
speeds will look like I provide the hashcat benchmarking results of my laptop (Aorus
X3 Plus V3) which uses a Nvidia GTX970M, the results of the ”Sagitta Brutalis
1080 (PN S3480-GTX-1080-2697-128)” which uses 8xNvidia GTX108 and the results
when using an AWS cloud computing instance. Just for your information, 1 Hash
equals 1 calculated password or 1 ”try of a password”.

Sagitta Brutalis 1080 (PN S3480-GTX-1080-2697-128):

hashcat (v3.00-beta-145-g069634a) starting in benchmark-mode...

Device #1: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #2: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #3: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #4: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #5: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #6: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #7: Graphics Device, 2028/8113 MB allocatable, 20MCU

Device #8: Graphics Device, 2028/8113 MB allocatable, 20MCU

Hashtype: WPA/WPA2

Speed.Dev.#1.: 396.8 kH/s (96.10ms)

Speed.Dev.#2.: 390.6 kH/s (93.39ms)

Speed.Dev.#3.: 397.1 kH/s (92.82ms)

Speed.Dev.#4.: 397.0 kH/s (96.09ms)

Speed.Dev.#5.: 399.0 kH/s (97.15ms)

Speed.Dev.#6.: 394.5 kH/s (96.68ms)

Speed.Dev.#7.: 400.2 kH/s (92.12ms)

Speed.Dev.#8.: 402.5 kH/s (96.29ms)

Speed.Dev.#*.: 3177.6 kH/s
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Aorus X3 Plus V3:

hashcat (v3.10) starting in benchmark-mode...

OpenCL Platform #1: Intel(R) Corporation

========================================

- Device #1: Intel(R) HD Graphics 4600, skipped

- Device #2: Intel(R) Core(TM) i7-4720HQ CPU @ 2.60GHz, skipped

OpenCL Platform #2: NVIDIA Corporation

======================================

- Device #3: GeForce GTX 970M, 1536/6144 MB allocatable, 10MCU

Hashtype: WPA/WPA2

Speed.Dev.#3.: 109.7 kH/s (95.80ms)

Amazon EC2 NVIDIA GRID K520 oclHashcat

cudaHashcat v1.36 starting in benchmark-mode...

Device #1: GRID K520, 4095MB, 797Mhz, 8MCU

Hashtype: WPA/WPA2

Workload: 1024 loops, 32 accel

Speed.GPU.#1.: 42734 H/s

To be able to compare the devices I think the price is relevant. The sagitta machine
costs (in the base configuration) 18’499$, the Aorus X3 Plus V3 is as far as I know
not available anymore but its successor costs around 2’300 CHF. The prices for
AWS instances vary but it costs about 2.5$ per hour to use. As we can see quite
quickly with these numbers, my laptop isn’t worth its cost when looking at the
hashing speed. But you obviously have to keep in mind that the sagitta machine is
constructed for this, while my notebook is designed to be lightweight and portable
which can be seen clearly in the weight difference: 52kg vs 1.8kg. The AWS instances
clearly win if you use it infrequently but for regular use the sagitta (or another
desktop machine) is much cheaper.
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Risks

Having your own Wi-Fi network provides you with a convenient way to connect to
the Internet with multiple devices without needing to lay Ethernet cables through
your entire home, but this also comes with some risks for the users as well as the
owner of the network.

6.1 Risks for the owner of the network

As an operator of a Wi-Fi network you need to pay attention to its security as
you are, in a lot of jurisdictions, responsible for everything that happens within
your network. If for example someone uses your network to illegally download files
or other illicit actions then you as the owner might be held accountable for that.
But there is an easy solution: You just need to use a strong passphrase with a
strong encryption scheme because these laws usually only apply, if the network isn’t
sufficiently secured.

6.2 Risks for the users of the network

The user of private networks at home is normally safe and not vulnerable to the
attacks that I explain in this section, as you should be able to trust the other users
of the network.
When using public Wi-Fi networks it is a different situation, you don’t know who
else is using the network and there could be others with malicious intentions. But
what are the possibilities from an attacker’s perspective in a public Wi-Fi? I will
mention a couple of possible attacks here and I will also explain some in a more
detailed manner with examples in the following section.
An attacker can conduct so called ”Man in the middle” attacks. As the name
suggests, the attacker is in the middle of you (the user) and the router. The traffic
is then flowing through him, instead of going directly to its destination. This attack
allows the hacker to read and edit the data you are sending over the network. If
your data is sent unencrypted, this can be a huge problem, but nowadays most of
the major websites use SSL to encrypt the traffic but as this doesn’t apply to all
the websites you might be using and because there is the possibility to prevent you
from using SSL (see section 8.2 for more information), you should encrypt all your
traffic when using public networks. The easiest way to do so is probably by using a
VPN. A VPN basically routes your traffic through an external server and encrypts
it, before going to the actual destination.
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Attacks against Wi-Fi Networks

In this section I present you an overview of the different possible attacks against
wireless networks. Some of them aren’t really attacks but just techniques used to
avoid security measures. Please note that I haven’t described every single attack
mentioned here in great detail as part of this thesis, this might be either because
the attack is in my opinion so trivial that an explanation isn’t necessary or because
the attack is too complicated for it’s possible impact or simply not popular enough.

7.1 Access Control Attacks

These attacks have the goal to circumvent the access control measures.

7.1.1 Wardriving

Wardriving is the activity of actively searching for Wi-Fi networks using a car.
(There is another version of the term called ”Warwalking” where the person is
walking instead of driving). The typical wardriver is sitting in the passenger seat
of a card and uses a notebook with an external antenna to increase the range. A
wardriver is only capturing the signals (mostly beacon frames) that his antenna
receives but he does not break into networks. Nowadays you obviously have a lot
of different devices that can handle this task of capturing all the packets as good
as notebooks but are much smaller e.g. mobile phones, portable routers. A lot of
wardrivers do this as a hobby to help raise awareness about badly secured (home)
Wi-Fi networks. But of course there can also be criminal intentions with the goal to
steal data etc. with following attacks. As long as the wardriver remains completely
passive, it is absolutely legal, as there is no direct communication between the
wardriver and the networks. [22]
The commonly used tools used for Wardriving are:

• Airmon-ng

• Kismet

• NetStumbler

• Wellenreiter
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7.1.2 MAC Spoofing

Every network interface on a networking device has a ”Media Access Control” ad-
dress, the MAC address. Sometimes it is also called the hardware address of a
networking device. Now spoofing is a technique to change this value. Actually it
isn’t possible to change the hard-coded MAC address on the network interface con-
troller itself but many drivers allow to change the address. Besides the drivers, there
are a lot of tools that change the MAC address by telling the operating system that
the device is using the desired MAC address. Changing the MAC address can be
useful to bypass access control lists (e.g. MAC address filtering on a router, where
only certain devices/MAC addresses are allowed to connect) or it can be used to
mask one’s identity and protect the user’s privacy. [23]
To spoof your MAC address you can either use the networking settings of your op-
erating system or a separate tool that does that for you. Popular examples for such
tools are:

• TMAC (Windows)

• MacChanger (Linux)

• SpoofMAC (cross-platform)

7.1.3 Rogue Access Points

A so called rogue access point is an unauthorized AP installed on a secure network
(e.g. attached to the LAN of an enterprise), it doesn’t matter if it’s installed by an
unwitting employee or a malicious attacker. The problem with these access points,
that are usually installed in order to provide a convenient way to use your own
devices at work, is that most of the time they are not at all or just poorly secured
and this makes the network vulnerable to attacks from outside of the LAN and often
even from other, adjacent buildings. According to a networking company, 20% of
all the corporations have had or still have rogue APs in their network and as if the
situation wasn’t bad enough already, most of these rogue access points use either no
encryption or WEP. To create a rogue AP, you use the same hardware/software as
you do to create a normal access point as it is basically the same, just in a special
environment. [24][25]

7.2 Confidentiality Attacks

These attacks attempt to intercept data that is transfered wirelessly.

7.2.1 Cracking a WEP Key

Cracking a WEP key is done by capturing data packets in order to recover the WEP
key. Cracking a WEP key is described in detail in section 5

7.2.2 Evil Twin AP

An evil twin access point is a fraudulent AP that seems to be legitimate but is set
up with malicious intent, to intercept wireless communications. The goal of this
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type of attack is to steal credentials by monitoring the traffic or by redirecting the
users to fraudulent websites. Because I find the concept of this attack interesting
and as it is widely used in the real world, I have created a separate section (9) on
this attack.

7.2.3 Man in the Middle

As this is a big topic and a very popular attack method, I will discuss this separately
in section 8.

7.3 Authentication Attacks

These attacks attempt to circumvent an authentication mechanism.

7.3.1 PSK-Cracking

Cracking a WPA(2)-PSK using a captured handshake with a dictionary/brute force
attack.

7.4 Availability Attacks

These attacks prevent the users from properly using the AP.

7.4.1 Beacon Flood

In this attack, an attacker sends out numerous fake 802.11 beacon packets in order
to make it difficult for devices to find the genuine AP.

7.4.2 Deauthentication Flood

In this attack, an attacker floods devices with deauthentication packets which will
result in the device disconnecting and reconnecting. As long as the packets will be
sent, the device won’t be able to use the Wi-Fi anymore. You could also call this
”Wi-Fi jamming”.
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Man-in-the-Middle Attack

8.1 General Overview

The man-in-the-middle attack or MitM attack is an attack, where the attacker puts
himself in between the router and the client. Doing so allows him to intercept and
modify data that is meant for someone else, without the other party knowing. The
main points of the attack are:

• It is a type of eavesdropping as the attacker acts as a middleman between the
two communicating parties.

• It allows the attacker to intercept, send and receive data that is meant for
someone else in real time.

Figure 8.1: Overview of a MitM Attack situation [6]

In figure 8.1 you can see the basic setup of a MitM attack. To give you an
example of what an attacker can do in such a scenario, I will describe a situation of
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which we assume that no encryption is used so the attacker is able to read/modify
all data packets.
Let’s say Alice wants to send Bob a message over an instant messenger. When she
sends the message, the message first goes to the attacker. The attacker now reads
the message and maybe modifies it. If for example Alice tells Bob to meet at 17:00,
the attacker might change that to 20:00 and hereby harass them. Another way more
dangerous example would be that Alice wants to buy something on the Internet.
She receives the email of the vendor containing the bank details to do the payment
but because she has received this data through the attacker, the account she is going
to send the money to isn’t the vendor’s but the attacker’s. So you see that these
kinds of attacks can have a huge impact but I have said that we assume there is no
encryption but nowadays most websites (especially the ones with confidential data)
use SSL/HTTPS will this attack still work? In the next section, we will find out.

8.2 SSLstrip

Figure 8.2: Simplified HTTPS Communication Process [7]

8.2.1 SSL

First I want to provide a quick overview of how HTTPS works. The basic procedure
when you visit a website that is using SSL can be seen in figure 8.2.

1. The browser connects to the website via HTTP on port 80 (standard HTTP
port). Let’s use http://edu.sh.ch as an example.

2. The browser is being redirected by the webserver to the HTTPS version of the
website.

3. The browser connects to the HTTPS version https://edu.sh.ch on port 443
(standard HTTPS port).

4. The webserver provides a certificate to validate its identity to the browser.

5. The client validates the certificate with a list of trusted certificate authorities.
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6. The encrypted communication begins. (Or if the validation failed, the user
will receive a warning message notifying him of this error)

Now that we have a basic understanding of HTTPS we can dive into the usage
of the SSLstrip attack. The idea is to prevent the victim from using HTTPS while
transferring the data through the attacker. This means that the attacker (from the
webserver’s point of view) impersonates the client/victim and uses HTTPS but all
the data between the actual client and the attacker is being sent in plaintext over
HTTP. To make this happen we use a program called SSLstrip.

8.3 How to Do a MitM Attack

To conduct the attack, I am using a virtual machine with Kali Linux because almost
all the necessary programs are already installed in it. First of all we need to activate
IP forwarding. I do this with the following command:

echo "1" > /proc/sys/net/ipv4/ip_forward

When this is done, we need to route the intercepted HTTP traffic to the program
itself. We do this by modifying the iptables (firewall) configuration.

iptables -t nat -A PREROUTING -p tcp --destination-port 80

-j REDIRECT --to-port 3000

The port I redirect the traffic to, can be chosen freely, you just need to set up
SSlstrip to listen on that port. We start SSLstrip with the following command:

sslstrip -l 3000

Now we are almost done, we just need to configure ARP spoofing to redirect the
traffic of our victim to us. What this does is, it tells the victim that our device
(actually our device’s MAC address) is his destination device (actually his destina-
tion device’s MAC address). To do this I use the tool arpspoof with the following
command:

arpspoof -i eth0 -t 192.168.1.14 192.168.1.1

With the ”-i interface” I specify the network interface, with ”-t targetip gatewayip”
the IP of my target and of the network gateway, that should be used for spoofing.

Now the setup is done and we can start a network sniffing program of our choos-
ing. I use wireshark to analyze the traffic. The commands I have provided above
are to be used in a wired network. I cover the wireless version in the Evil Twin AP
section (9), but the approach is the same you just don’t use your Ethernet interface
but your wireless one.

8.4 Mitigation

This attack can be considered virtually undetectable from the webserver’s point of
view, because all the webserver sees is a normal connection with a client. But we
can still do some things from a client’s perspective:
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• Use your home connection
When using your private network, the chance of an attacker listening to your
traffic is much smaller. In a public network you don’t know if there are people
with malicious intents that are just using the network to conduct these kinds
of attacks, at home on the other hand you can (usually) trust the other users.

• Make sure HTTPS is enabled Everytime you visit a website with HTTPS
enabled, in the top left corner of your browser window directly next to the
URL, there will be a green mark or lock indicating the use of HTTPS. With
a MitM attack, you won’t be seeing this as the traffic from your browser to
the attacker is sent via HTTP. So if you visit your online banking website and
you don’t see that symbol, there is probably something wrong.
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Evil Twin AP

9.1 Initial situation & Setup

9.1.1 Theory

Figure 9.1: Eviltwin setup

An evil twin access point can be used in various situations. The easiest example is
a device that is connected to an access point that uses open/no encryption. If the
AP uses encryption then the attacker can only create a perfect clone if he knows the
credentials for the original network. As you can see in fig. 9.1, the attacker routes
all traffic from the victim through his computer to the actual AP which makes
the connection look genuine to the victim. So if the victim wants to browse to a
website, the request is first being transfered to the attacker, who can then change it
as he wishes and finally forward the request to the actual AP, where it will continue
it’s way to the webserver as with a normal AP. If the attacker does, for whatever
reason, not want to connect to the original AP, he can also connect his evil twin to
the Internet through another network, or he could also not connect it to the internet
at all which is going to look suspicious as the victim won’t be able to connect to the
Internet and therefore isn’t recommended at all.
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9.1.2 My Setup

I am using Kali Linux in a virtual machine with a USB Wi-Fi adapter to conduct
the attack and my laptop (the host machine) to connect to the Internet. I share my
laptops Internet connection with the virtual machine because I don’t want to use
two Wi-Fi adapters with the virtual machine (but that would be perfectly fine as
well). The network I clone is as usual, my ”Test-AP” network using WPA2 in this
case.

9.2 Demonstration

9.2.1 General Setup

I start with a fresh installation of Kali Linux here so in order to conduct the attack
we first need to install a dhcp server. I use the following command to do so:

apt-get install isc-dhcp-server

After the installation the dhcp server needs to be configured. This means editing
the configuration file. You can see the contents of my configuration file in figure 9.2

Figure 9.2: My Configuration of the DHCP Server

To put my wireless adapter into monitor mode, I use the following command.

airmon-ng start wlan0

Now I create the fake access point using airbase-ng:

airbase-ng -e Test-AP -c 1 wlan0mon

We are almost done, the fake AP is up and running but there is no Internet connec-
tion yet so we need to create a bridge between the fake AP and our real Internet
connection. Therefore we need to do some configurations:

• Bridge between the fake AP and our Internet connection

ifconfig at0 192.168.2.1 netmask 255.255.255.0
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• We also need to modify our iptables configuration.

route add -net 192.168.2.0 netmask 255.255.255.0 gw 192.168.2.1

• IP forwarding

echo 1 > /proc/sys/net/ipv4/ip_forward

• Multiple iptables settings

iptables {table nat {append POSTROUTING {out-interface eth0 -j MASQUERADE

iptables {append FORWARD {in-interface at0 -j ACCEPT

iptables -t nat -A PREROUTING -p tcp {dport 80 -j DNAT {to-destination [LOCALIP ADDRESS:80]

iptables -t nat -A POSTROUTING -j MASQUERADE

• Restart and reconfigure the dhcp server

dhcpd -cf /etc/dhcpd.conf -pf /var/run/dhcpd.pid at0

etc/init.d/isc-dhcp-server start

Now this was the ”manual” way of creating an evil twin AP. There are programs
that do all of these steps automatically for you. I will demonstrate the attack using
one in section 9.2.2.

9.2.2 Automation & Obtaining the WPA2 Key

As you have seen in the last section, creating such a fake AP takes some time and
you have to either learn the commands by heart or copy & paste them, but there is a
much easier and faster way to do this: By using a program that does all the configu-
rations etc. for you. Now there are several out there that can perform this attack, I
have used ”wifiphisher” (https://github.com/sophron/wifiphisher). Because I think
the description of the developer is so well-written, I will just quote the section from
the github page here instead of paraphrasing it.

How it works After achieving a man-in-the-middle position us-
ing the Evil Twin attack, Wifiphisher redirects all HTTP requests
to an attacker-controlled look-alike web site. From the victim’s
perspective, the attack makes use in three phases:

1. Victim is being deauthenticated from her access point. Wifiphisher
continuously jams all of the target access point’s wifi devices within
range by forging “Deauthenticate” or “Disassociate” packets to dis-
rupt existing associations.

2. Victim joins a rogue access point. Wifiphisher sniffs the area and
copies the target access point’s settings. It then creates a rogue
wireless access point that is modeled by the target. It also sets up
a NAT/DHCP server and forwards the right ports. Consequently,
because of the jamming, clients will start connecting to the rogue
access point. After this phase, the victim is MiTMed.
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Figure 9.3: Performing MiTM attack [8]

3. Victim is being served a realistic router config-looking page. Wifiphisher
employs a minimal web server that responds to HTTP & HTTPS
requests. As soon as the victim requests a page from the Internet,
wifiphisher will respond with a realistic fake page that asks for cre-
dentials. The tool supports community-built templates for different
phishing scenarios, such as:

• Router configuration pages that ask for the WPA/WPA2 passphrase
due to a router firmware upgrade.

• 3rd party login pages (for example, login pages similar to those
of popular social networking or e-mail access sites and prod-
ucts)

• Captive portals, like the ones that are being used by hotels and
airports.[8]

Installation Because this is written in python, we need to have python installed
in order to run it. Installing the program as easy as typing this command:

python setup.py install

After the installation we run the program with the command

wifiphisher
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Figure 9.4: Choosing the AP that we want to clone

Figure 9.5: Different phishing scenarios

We are then guided through the process of phishing the Wi-Fi key from our victim.
The first thing we need to do after starting the program is selecting our victim AP
that we want to clone. When we have chosen the AP (Test-AP in my case) we move
onto the next step and choose our phishing scenario. Here we decide what page the
victim should see once he connects to our fake AP. We have various options here,
you can read more about them in the screenshot 9.5.

When we have chosen our scenario, we get to see an overview of our selection
and as soon as a victim has entered a password into the form, we will see it here
and the program will stop as its job is done.

Now from the victim’s point of view, we get disconnected from our real AP be-
cause of the deauthentication packets and our device connects to the cloned AP
(which luckily isn’t always the case). As soon as we are connected to the evil twin
and we browse the Internet, we get redirected to the page the attacker has selected
in figure 9.5, you can see what the phishing page looks like in the screenshot from my
phone (fig. 9.7). As soon as I enter anything in the passsword field (the attacker ob-
viously can’t know if it’s the correct password yet), I get redirected to the page seen
in figure 9.8 and while I am waiting for the upgrade to finish, the cloned AP shuts
down and in the best case (for the attacker) my device automatically reconnects
to the genuine AP (which isn’t being jammed anymore) without me noticing and
I can continue to browse without suspecting anything. Now this obviously doesn’t

Chapter 9 Kevin Illi 45



WiFi-Security

Figure 9.6: Wifiphisher ”main screen”

Figure 9.7: Phishing page on my android phone

always work but it’s much more likely to succeed in a useful timeframe compared
to a traditional brute force attack against WPA(2) networks.

One problem while conducting this attack is that the user gets a warning message
if he is browsing to a https website while connected to the cloned AP but most
gullible users will just click that away anyways. The error message can be seen in
figure 9.9.
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Figure 9.8: Upgrade in progress, meanwhile wifiphisher shuts down the cloned AP

Figure 9.9: Warning message
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Appendix

B.1 Glossary

In this section I explain words that might be unfamiliar for you as a reader but are
important in order to understand my descriptions. The glossary is in alphabetical
order.

Access Point, AP
The device that connects multiple users in a wireless network. It makes network
resources (often the Internet as well) available to its users.

Brute Force Attack
A brute force attack is based on the ”trial and error” principle. It is mainly used
to crack passwords. To conduct such an attack, automated software is used that
checks each possible value within a given range of characters.

BSSID
The BSSID is the MAC address of router that has created the Wi-Fi network.

Counter-Mode/CBC-MAC Protocol, CCMP
CCMP is an 802.11i security standard that uses a combination of different crypto-
graphical algorithms. It is explained in more detail in section 4.4

Cyclic Redundancy Check
This is a procedure to generate a test value for data with which you can verify if the
transfered/stored data contains any errors. In some ideal cases this value can even
be used to repair damaged data. In WEP the 32-bit version is used as an integrity
check.

Dictionary Attack
In a dictionary attack the attacker uses, similar to the brute force attack, automated
software that tries a lot of possibilities in order to obtain a password. The difference
is that in a dictionary attack, the words that are going to be tested are pre-defined.
This makes the attack rather unreliable but much faster in comparison to the brute
force attack.

GPU
A Graphics Processing Unit is a computer chip that is used for rendering images
that your screen displays.

Hash (Value)
A hash value is a checksum of predefined size that is created using a hashing function.
An important thing is that two different inputs can’t result in the same output of
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the function. In general, you cannot revert the hashing functions.

Initialization Vectors (IVs) and Nonces
The terms ”IV” and ”nonce” can be confused because they seem to refer to the
same concept. The initialization vector is a term for data that is introduced into
the cryptographic process to provide liveness. Often a nonce value is used for the
IV value so the terms IV and nonce appear to refer to the same thing. However,
the IV could be generated by other means, such as a random number rather than a
true nonce. In WEP, the method for generating the IV was unspecified, which was
a significant problem. [2]

Integrity Check Value, ICV
The integrity check value in case of WEP is simply the result of the CRC-32 algo-
rithm and should protect the message integrity and prevent packet modifications.

Media Access Control address. MAC address
The MAC address is the hardware address of a network adapter.

Message Integrity Check, MIC
MIC is a procedure to verify the integrity of data that is being transfered through
wireless networks. The data packets are numbered and the recipient of the packets
validates the number and if the value is incorrect, the packet(s) will be dropped.

Media Access Control Protocol Data Unit, MPDU
The MPDU is a message that is exchanged between MAC

Monitor Mode
Monitor mode is the opposite of promiscuous mode. In this mode all received
packets are being processed instead of just the ones that are meant for the device
(promiscuous mode). Not all devices/drivers support this mode.

Port
A port is a part of a network address and it is used to assign the connections/data
with their corresponding programs.

Pre-Shared-Key, PSK
A pre-shared-key is a key that both involved parties know before using the encryp-
tion, so it is a symmetrical encryption. The advantage is that it is much easier to
implement than an asymmetrical encryption. The passphrase we use to encrypt our
home Wi-Fi is also a PSK.

Promiscuous Mode
Promiscuous Mode is the standard mode of Wi-Fi adapters and is supported by all
of them.

Pairwise Master Key, PMK
The PMK is used to generate the PTK during the handshake process.

Pairwise Transient Key, PTK
The PTK is the key that is generated during the handshake process and is used to
encrypt traffic between the router and the client.

Router
A router is the hardware device to crate an AP. See ”Access Point, AP” for more
information.

Service Set Identifier, SSID
The SSID is the ”name” of a Wi-Fi network.

SSL
Secure Sockets Layer or SSL is a protocol for authenticating and encrypting Internet
connections. The protocol is used in combination with other protocols such as
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HTTP, FTP etc.

Temporal Key Integrity Protocol ,TKIP
TKIP is a security protocol for wireless networks. It is explained in more detail in
section 4.3

Virtualization
Virtualization is the process of creating something virtually instead of an actual,
physical version. You can for example create virtual machines. In this case the guest
operating system is emulated and separated from the actual underlying hardware.
This can be a great advantage for testing purposes as any damage can be undone by
using ”snapshots” with which you can revert the virtual machine to an older state.

Virtual Machine, VM
A virtual machine is an emulated version of a physical computer. The operating
system and the virtual machine’s hardware is emulated. With this technology you
can use multiple operating systems on a single computer simultaneously. To create
virtual machines there are several software solutions. The most popular (for personal
use) are probably VMware with it’s different editions and Virtualbox.

Wi-Fi
Wi-Fi is a wireless networking technology that allows devices to transfer data among
them wirelessly. Wi-Fi is a trademark of the Wi-Fi Alliance. Wi-Fi compatible de-
vices can connect to the Internet via an access point. Because a possible attacker
doesn’t need physical access, it is less secure than Ethernet.

WYSIWYG
This is the acronym for the phrase ”What You See Is What You Get”. This means
that a document is displayed exactly as it would look in a printed version or on
another device. The opposite would be ”WYSIWYM”, meaning ”What You See IS
What You Mean” and Latex for example is an editor of the second category.

B.2 Standards Organizations

All of the standard organizations mentioned here play a big role in their respective
aspect of security in wireless networks.

• The International Organization for Standardization (ISO) developed the widely
known Open Systems Interconnection model, also known as the OSI model.
The OSI model has been a standard reference for data communications be-
tween computers since the late 1970s. You can see the model in figure B.3

• The Institute of Electrical and Electronics Engineers, better known as IEEE
develops standards to ensure compatibility between wireless networking and
networking equipment in general. Their mission is to ”foster technological
innovation and excellence for the benefit of humanity.” The organization is
best known for its LAN standards. Their projects are divided into working
groups and or subjects for example the IEEE 802.3 is in charge of creating the
Ethernet standard, the IEEE 802.11 is responsible for the WLAN standard.
As the technology evolves the standards need to be updated. Therefore letters
are being appended to the 802.11 for example 802.11b, 802.11g and so on.
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• The Wi-Fi Alliance is a global, nonprofit industry association that conducts
certification testing in order to make sure the wireless networking equipment
follows the WLAN communication guidelines. One of their primary tasks is
to raise consumer awareness of the new available 802.11 technologies. The
majority of people using Wi-Fi recognize their logo (fig. B.1) because of their
success.

Figure B.1: Wi-Fi Alliance Logo

B.2.1 IEEE 802.11 Standards

The IEEE 802.11 is a collection of multiple specifications regarding the WLAN
communication. The .11 indicates that the standard is about wireless lan networks,
802.3 for example is used for specifications concerning ethernet.

In figure B.2 you can see the differences between the popular standards.

Figure B.2: 802.11 Standards [9]
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Figure B.3: OSI Model [10]
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